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Scenario

You are the assistant to the Network Administrator for a networking consultancy company called CompuTech. Your

company has recently been providing network consultancy services for DigiTech, a small product services company

which is located in a small village on the southern coast of Ireland. The Chief Information Officer has decided

that the time is right to migrate DigiTech’s on-premise network operation to the Google Cloud Platform. The

management at DigiTech would like to get a sample of some of the online business utility services that are available

on the Google Cloud.

Here we show all the VM Instaces we installed in our GCP project. As they were running, you can see the IP

addresses for each instance.

Figure 0.1: All the VM Instances we installed in our GCP project with their corresponding IP addresses.
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1 Creating a storage bucket. Uploading items from a host computer

using the command line and the GUI and place them into the bucket

Figure 1.1: Create a storage bucket
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1.1 Using the command line

Figure 1.2: Upload items from a host computer to a bucket using the command line

1.2 Using the GUI

Figure 1.3: Upload items from a host computer to a bucket using the GUI
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2 Upload items from the bucket to a Linux virtual machine using the

Google CLI

Before you can access your VM Instance from your host computer, you need to initialize the SDK. The gcloud init

command allows to perform several common SDK setup tasks. Now, we need to use this command to specify the

project (created on the GCP) to which we want to access (ProyectoAdelo2017279). Only after that we can access

the VM Instances of such project. In Figure 2.1 we show the configuration performed through gcloud. Then, in

Figure 2.2 is shown how to connect to our Linux VM Instance and upload items from our bucket (mi_storage1) to

our Linux VM Instance (debian9-1).

Figure 2.1: Using the gcloud init command to specify the project (Created on the GCP) to which we want to
access (ProyectoAdelo2017279)
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Figure 2.2: Upload items from a bucket to a Linux VM using the Google CLI

3 Creation of a Linux VM, installing Apache and uploading the web

page to the web site

Figure 3.1: Creation of a Linux VM
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Figure 3.2: Installing Apache HTML Server.

Figure 3.3: Installing PHP.

Figure 3.4: Coping my Web Page (created on my host computer) to my Linux VM Instance.

Figure 3.5: Moving the Web Page to the /var/www/html/ directory. This is the DocumentRoot by default.
DocumentRoot is the directory where we place our folders and files we want Apache web server to serve up to us

on request.
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Figure 3.6: DighTech Web site on Apache (using the port 80)

4 Create a Linux VM, install NGINX and upload the web page to the

web site

The web page should say “DigiTech on NGINX” and have your name on it.

We considered a better approach to this exercise was to install both servers (Apache and NGINX) in the same

Linux VM Instance. Ir order to do so, after installing NGINX Web Server (Figure 4.1)) we had to configure NGINX

to listen to a port other than the default port 80. This because the port 80 was already being using by Apache. In

Figure 4.2 we show how we configured NGINX to listen to the port 8080. We just had to edit the configuration file

as shown in the such Figure.

We also had to configure the firewall rules of our Google Cloud project in order to open this specific port (8080).

In Figure 4.3 is shown the configuration made on the GCP.

Finally, in Figure 4.4 we show the DighTech Web site on NGINX (using the port 8080).

Figure 4.1: Installing NGINX HTML Server.
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Figure 4.2: Configuring NGINX to listen to the port 8080

Figure 4.3: Configuring the firewall rules of our Google Cloud project in order to open the port 8080
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Figure 4.4: DighTech Web site on NGINX (using the port 8080)

5 Create a Windows VM, install IIS and upload the web page to the

web site

Figure 5.1: Installation of IIS in our Windows VM Instance
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Figure 5.2: DighTech Web site on IIS

6 Live Migration of a VirtualBox VM to the GCP

1. Installing a VirtualBox VM

• We created an Ubuntu Server 17.04 Virtual Machine on VirtualBox.

• We installed Apache, PHP, python2.7 and gcc1,

• Then, we set up the DigiTech web site.

2. In the GCP Main Menu > Compute engine > VM Instances: Import VM

There you will be redirected to the Cloud Endure Platform (VM Migration Service)

3. In the Cloud Endure Platform (VM Migration Service)

• GCP credentials

We generated a Google Cloud Platform JSON private key (JSON file)

• Replication settings

– Live migration target: Google EU West 2 (London)

• Install the CloudEndure Agent on your Source machine:

1Python and gcc was required to install the CloudEndure Agent on our VirtualBox VM
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– In the Cloud Endure Platform, was generated our Agent installation token: 0E65-51C9-50EE-E20E-

A583-9709 ...

– In our local VirtualBox VM (Ubuntu Server):

wget −O ./installer_linux.py https://gcp.cloudendure.com/installer_linux.py

sudo python ./installer_linux.py −t 0E65−51C9−50EE−E20E−A583−9709−1653−BA57−457D−92BF−57B9−0DE2−22DC −−←↩
no−prompt

installer_win.exe −t 0E65−51C9−50EE−E20E−A583−9709−1653−BA57−457D−92BF−57B9−0DE2−22DC−EA11−3B80−81E6 ←↩
−−no−prompt

4. Data replication

• Data replication begins automatically once the installation of the CloudEndure Agent is completed. We

were able to see the progress on the Cloud Endure Platform (VM Migration Service) (Figure 6.1)

5. Launch target Machine

It creates (or launches) your final target machines.

After completing all the steps listed above, our website was working as expected (Figure 6.2)

Figure 6.1: Data replication progress on the Cloud Endure Platform (VM Migration Service)
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Figure 6.2: DigiTech on Live Migration VM

7 Explain what Live Migration is and identify situations where Dig-

iTech could benefit from it

Explain situations where DigiTech could benefit from being able to perform live migrations of one or more of their

production virtual machines.

Live migration offers the possibility to have a backup of your VM’s that keeps running even when your host system

fails. [cloud.google.com]

Also, live migration is a very convenient solution not only when the system fails. If you need to perform some

maintenance task (a software or hardware update for example), you can keep your system running.

A better explanation of situations where you can benefit of live migration is available at cloud.google.com. Here we

make a quote from this source:

• «Regular infrastructure maintenance and upgrades.

• Network and power grid maintenance in the data centers.

• Failed hardware such as memory, CPU, network interface cards, disks, power, and so on. This is done on

a best-effort basis; if a hardware fails completely or otherwise prevents live migration, the VM crashes and

restarts automatically and a hostError is logged.

• Host OS and BIOS upgrades.
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• Security-related updates, with the need to respond quickly.

• System configuration changes, including changing the size of the host root partition, for storage of the host

image and packages»cloud.google.com

8 Research topic: Other services available from Google’s Cloud Launcher

As I’m interested in Web development, I have chose the App Engine service.

Google App Engine is a web framework for developing and hosting web applications in Google-managed data centers.

[wikipedia.org]

The Google App Engine is a technology that provides you everything tout need to develop from the cloud.

When using App Engine, you can build your applications to run on top of Google’s world-class infrastructure you

don’t have to worry about: [youtube.com]

• Database administration

• Server configuration

• sharing load balancing

• Cloud Storage

• Big data

One of the most important features of Google App Engine, is that it offers automatic scaling for web applica-

tions. That is, if the number of request increases, App Engine automatically allocates more resources for the web

application. [wikipedia.org] [youtube.com]

When developing for App Engine you can use popular languages such as Python, Java, PHP and GO, as well as

existing frameworks like Django and flask.

To get starting using the App Engine:

• Main Menu > App Engine > Dashboard:

• Your first app
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• Select a language

• To test the App Engine we selected Python: Start new tutorial (Figure 8.1)

8.1 Python tutorial:

This tutorial shows how to deploy a sample Python application to Google App Engine using the gcloud command.

[cloud.google.com (b)]

In this tutorial:

• We will build and run your “Hello, world!” app: You will learn how to run your app using Google Cloud

Shell, right in your browser. At the end you’ll deploy your app to the web using the gcloud command.

Figure 8.1: Starting the python tutorial in the App Engine page of the GCP

1. Google Cloud Shell:

• In the GCP we can open a command line console (Google Cloud Shell) where we can develop the

application. «The Cloud Shell is a built-in command line tool for the console. We’re going to use Cloud

Shell to deploy our app» (Figure 8.2) [cloud.google.com (b)]

• Open Cloud Shell by clicking >_ from the navigation bar at the top.
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Figure 8.2: In the GCP we can open a command line console (Google Cloud Shell) where we can develop the
application

2. Clone the sample code:

• Use Cloud Shell to clone and navigate to the "Hello World" code. The sample code is cloned from your

project repository to the Cloud Shell.

• Clone a sample repository:

TUTORIALDIR=src/proyectoadelo2017279/python_gae_quickstart−2018−05−06−00−26
git clone https://github.com/GoogleCloudPlatform/python−docs−samples $TUTORIALDIR

Switch to the tutorial directory:

cd $TUTORIALDIR/appengine/standard/hello_world

3. Configuring your deployment

You are now in the main directory for the sample code. We’ll look at the files that configure your application.

• Exploring the application:

Enter the following command to view your application code (Figure 8.3):

cat main.py
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Figure 8.3: Exploring the application in the Google Cloud Shell Console

• Exploring your configuration:

– Google App Engine uses YAML files to specify a deployment’s configuration. app.yaml files contain

information about your application, like the runtime environment, URL handlers, and more.

– Enter the following command to view your configuration file:

cat app.yaml

4. Testing your app: The application is a simple Python application that uses the webapp2 (https://webapp2.readthedocs.io/en/latest/)

web framework.

(a) Test your app on Cloud Shell

• Cloud Shell lets you test your app before deploying to make sure it’s running as intended, just like

debugging on your local machine.

• To test your app enter:

dev_appserver.py $PWD

(b) Preview your app with "Web preview" Your app is now running on Cloud Shell. You can access the app

by using "Web preview" (at the top right corner of the console) > Preview on port 8080

(c) Terminating the preview instance: Terminate the instance of the application by pressing Ctrl+C in the

Cloud Shell.

5. Create the application In order to deploy our app, we need to create an App Engine application. This sets

up the app and selects a region.

• To create your app enter:
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gcloud app create

6. Last steps

• Deploying with Cloud Shell You can use Cloud Shell to deploy your app. To deploy your app enter:

gcloud app deploy app.yaml −−project proyectoadelo2017279

• Visit your app Congratulations! Your app has been deployed. Click this URL to visit it (Figure 8.4):

proyectoadelo2017279.appspot.com

• View your app’s status You can check in on your app by monitoring its status on the App Engine

dashboard.

Open the menu on the left side of the console.

Then, select the App Engine section.

Figure 8.4: Our first Python App created using the Google Cloud App Engine
proyectoadelo2017279.appspot.com

9 Challenging research topic - GCSFUSE: It allows you to mount a

bucket to a Debian Linux virtual machine

Google introduced GCSFUSE. This allows you to mount a bucket to a Debian Linux virtual machine.

We have to mount the bucket to the Linux VM, install Apache and load the web page from the bucket to the VM

and set up a web site. The web page should say "DigiTech on Apache Loaded from the Attached Bucket" and have

your name on it.

Cloud Storage FUSE is an open source FUSE adapter that allows you to mount Cloud Storage buckets as file

systems on Linux or OS X systems. cloud.google.com (a).
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9.1 Installing Cloud Storage FUSE and its dependencies

• Add the gcsfuse distribution URL as a package source and import its public key:

export GCSFUSE_REPO=gcsfuse−`lsb_release −c −s`
echo "deb http://packages.cloud.google.com/apt $GCSFUSE_REPO main" | sudo tee /etc/apt/←↩

sources.list.d/gcsfuse.list
curl https://packages.cloud.google.com/apt/doc/apt−key.gpg | sudo apt−key add −

• Update the list of packages available and install gcsfuse:

sudo apt−get update
sudo apt−get install gcsfuse

9.2 Mounting a Google Cloud Storage Bucket as a local disk

• Create a directory:cloud.google.com (a)

sudo mkdir /var/www/mi_storage1

• Use Cloud Storage FUSE to mount the bucket:thedotproduct.org

sudo gcsfuse −o noatime −o noexec −−gid 33 −−implicit−dirs −o ro −o nosuid −o nodev −−←↩
uid 33 −o allow_other mi_storage1 /var/www/mi_storage1

9.3 Change the root directory of an apache server

To do so, we had to edit the file:

/etc/apache2/sites−available/000−default.conf

In figure 9.1 we shown the configuration we made in /etc/apache2/sites-available/000-default.conf
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Figure 9.1: Change the root directory of an apache server

Figure 9.2: DigiTech on Apache Loaded from the Attached Bucket
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